
Project Documentation: Active Directory 

Setup and Group Policy Configuration 

Author: Onkar Singh 

Date: December 2024 

Project Title: Group Policy Implementation for Active Directory Environment 

 

Table of Contents 

1. Introduction 

2. Project Overview 

3. Infrastructure Setup 

o 3.1 Azure VM Creation 

o 3.2 Active Directory Installation 

4. User Account and Domain Configuration 

o 4.1 Domain Creation 

o 4.2 User Account Creation 

5. Group Policy Configuration 

o 5.1 Desktop Customization 

o 5.2 Power Restrictions Configuration 

6. Conclusion 

7. Screenshots 

 

1. Introduction 

This documentation details the steps involved in setting up an Active Directory (AD) 

environment using Microsoft Azure virtual machines (VMs). The project includes the creation of 

two VMs, installation of AD on one, configuration of a domain, user account creation, and 

applying Group Policy (GPO) settings to a client machine. Additionally, specific restrictions 

were enforced on the client machine, including custom desktop backgrounds and the inability for 

users to power off the system using the standard method. 

 

2. Project Overview 

The goal of this project was to create a robust Active Directory environment for managing users 

and computers. The key steps included: 



1. Creation of two Azure VMs: one acting as the Domain Controller (onkar-dc) and the 

other as a client machine (onkar-client). 

2. Installation of Active Directory on the Domain Controller (onkar-dc). 

3. Creation of a domain (onkar-singh.com) and a user account for the client machine. 

4. Configuration of Group Policy to apply custom settings, such as a custom background 

and restrictions on powering off the client machine. 

 

3. Infrastructure Setup 

3.1 Azure VM Creation 

The first step in the project was to create two virtual machines in the Azure portal: 

• onkar-dc: This VM was designated as the Domain Controller and was used to host the 

Active Directory service. 

• onkar-client: This VM was created as a client machine and was joined to the domain 

created on the Domain Controller. 

Azure Portal Screenshot 

(Insert screenshot showing the two VMs created on Azure) 

 

3.2 Active Directory Installation 

The next step was to install Active Directory on the onkar-dc VM. This involved setting up a 

Domain Controller, which would manage the domain and user accounts. 

Active Directory Installation Screenshot 

(Insert screenshot showing the AD installation on the onkar-dc VM) 

 

4. User Account and Domain Configuration 

4.1 Domain Creation 

After Active Directory was installed, I created a domain named onkar-singh.com on the onkar-

dc VM. This domain would serve as the central point for managing users and computers. 

4.2 User Account Creation 



A user account named client was created within the domain. This account was used to join the 

onkar-client VM to the domain, allowing the machine to interact with the Active Directory 

environment. 

Client User Account Created Screenshot 

(Insert screenshot showing the user account "client" created under the onkar-singh.com domain) 

 

5. Group Policy Configuration 

5.1 Desktop Customization 

To ensure that the onkar-client VM had a uniform appearance, I configured a Group Policy 

Object (GPO) to set a custom background for the desktop. This policy was applied specifically to 

the onkar-client VM. 

GPO Policy - Desktop Customization Screenshot 

(Insert screenshot showing the GPO policy applied for the desktop background) 

5.2 Power Restrictions Configuration 

As part of the project’s security requirements, I applied a Group Policy that restricted the user 

from shutting down the onkar-client VM using the standard power options in the Start menu. 

Instead, I created a custom restart button on the desktop, which would be the only way for 

users to restart the system. 

Power Restrictions Policy Screenshot 

(Insert screenshot showing the policy restricting shutdown options and the restart button 

configuration) 

 

6. Conclusion 

In this project, I successfully created an Active Directory environment on Azure VMs, 

configured a domain, and applied various Group Policies to a client machine. The policies 

ensured the client machine had a custom desktop background and enforced restrictions to prevent 

the user from powering off the machine via the standard shutdown options. This project helped 

to improve the management and control of machines in an enterprise environment. 

 

7. Screenshots 



1. Azure Portal - VM Creation 

 

2. Active Directory Installation 

 



3. Client User Account Created 

 

4. GPO - Desktop Customization 



 

 



5. GPO - Power Restrictions 

 

6. GPO - Helpdesk Link 

 


